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 For secure LAN network separate your LAN onto its own network.
Unbind Microsoft Networks from TCP/IP on any Network adapter that is connected to the Internet. IP level encryption (for TCP/IP networks) offers a secure channel between two machines, even over insecure networks.

A firewall is best technology for secure LAN network, often used by people with home or small business cable or DSL routers. Typically these firewalls are setup to restrict ALL external access and only allow services originating from the inside. A careful reader might realize that in neither of these cases is the firewall actually blocking all traffic from the outside. Firewall is doing is restricting connection requests from the outside.

· In the first case all connection requests from the inside are passed to the outside as well as all subsequent data transfer on that connection. From the exterior, only a connection request to the web server is allowed to complete and pass data, all others are blocked.

· The second case is more stringent as connections can only be made from the interior to the exterior. More complex firewall rules can utilize what is called “stateful inspection” techniques. This approach adds to the basic port blocking approach by looking at traffic behaviors and sequences to detect spoof attacks and denial of service attacks.


